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DHS NCSD Software Assurance (SwA) Program  
Through public-private collaboration promotes security and resilience of software 

throughout the lifecycle; focused on reducing exploitable software weaknesses and 

addressing means to improve capabilities that routinely develop, acquire, and deploy 

resilient software products.  Collaboratively advancing software-relevant rating schemes

• Serves as a focal point for interagency public-private collaboration to 
enhance development and acquisition processes and capability 
benchmarking to address software security needs.
– Hosts interagency Software Assurance Forums, Working Groups and training to provide public-private 

collaboration in advancing software security and providing publicly available resources.

– Provides collaboratively developed, peer-reviewed information resources on Software Assurance, via 
journals, guides & on-line resources suitable for use in education, training, and process improvement.

– Provides input and criteria for leveraging international standards and maturity models used for process 
improvement and capability benchmarking of software suppliers and acquisition organizations.

• Enables software security automation and measurement capabilities through 
use of common indexing and reporting capabilities for malware, exploitable 
software weaknesses, and common attacks which target software.
– Collaborates with the National Institute of Standards and Technology, international standards 

organizations, and tool vendors to create standards, metrics and certification mechanisms from which 
tools can be qualified for software security verification.

– Manages programs to facilitate the adoption of Malware Attribute Enumeration Classification (MAEC), 
Common Weakness Enumeration (CWE), and Common Attack Pattern Enumeration and 
Classification (CAPEC).
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